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SECTION |

Independent Service Auditor’s Report on a Description of a Service Organization’s System and the
Suitability of the Design and Operating Effectiveness of Controls

To the Board of Directors
Payday Payroll Services, Inc.
Virginia Beach, Virginia

Scope

We have examined Payday Payroll Services, Inc.’s description of its payroll processing system for processing
user entities’ transactions. Throughout the period July 1, 2010 to June 30, 2011 and the suitability of the design
and operating effectiveness of controls to achieve the related control objectives stated in the description. The
description indicates that certain control activities objectives specified in the description can be achieved only if
complimentary user entity controls contemplated in the design of Payday Payroil's controls are suitably
designed and operating effectively, along with related controls at the service organization. We have not
evaluated the suitability of the design or operating effectiveness of such complimentary user controls.

Payday Payroll Services, Inc. uses various Subservice Organizations as presented on page 13 of the
Description of Controls (Section {l). The description of controis includes only the controls and related control
objectives of Payday Payroll Services, Inc. and excludes the control objectives and related controls of the
Subservice Organizations listed on page 13 of The Description of Controls (Section II). Our examination did not
extend to controls of the Subservice Organizations.

Service organization’s responsibilities

On page 11 (Section 1l) of the description, Payday Payroll Services, inc. has provided an assertion about the
fairness of the presentation of the description and suitability of the design and operating effectiveness of the
controls to achieve the related control objectives stated in the description. Payday Payroll Services, Inc. is
responsible for preparing the description and for the assertion, including the completeness, accuracy, and
method of presentation of the description and assertion, providing the services covered by the description,
specifying the control objectives and stating them in the description, identifying the risks that threaten the
achievement of the control objectives, selecting the criteria, and designing, implementing, and documenting
controls to achieve the related control objectives stated in the description.

Service auditor’s responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on our examination. We conducted our examination in accordance with
attestation standards established by the American Institute of Certified Public Accountants. Those standards
require that we plan and perform our examination to obtain reasonable assurance about whether, in all material
respects, the description is fairly presented and the controls were suitably designed and operating effectively to
achieve the related control objectives stated in the description throughout the period July 1, 2010 to June 30,
2011.

An examination of a description of a service organization’s system and the suitability of the design and
operating effectiveness of the service organization’s controls to achieve the related control objectives stated in
the description involves performing procedures to obtain evidence about the fairness of the presentation of the



description and the suitability of the design and operating effectiveness of those controls to achieve the related
control objectives stated in the description. Our procedures included assessing the risks that the description is
not fairly presented and that the controls were not suitably designed or operating effectively to achieve the
related control objectives stated in the description. Our procedures also included testing the operating
effectiveness of those controls that we consider necessary to provide reasonable assurance that the related
control objectives stated in the description were achieved. An examination engagement of this type also
includes evaluating the overall presentation of the description and the suitability of the control objectives stated
therein, and the suitability of the criteria specified by the service organization,. We believe that the evidence we
obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

Inherent limitations

Because of their nature, controls at a service organization may not prevent, or detect and correct, all errors or
omissions in processing or reporting transactions. Also, the projection to the future of any evaluation of the
fairness of the presentation of the description, or conclusions about the suitability of the design or operating
effectiveness of the controls to achieve the related control objectives is subject to the risk that controls at a
service organization may become inadequate or fail.

Opinion

In our opinion, in all material respects, based on the criteria described in Payday Payroll's Services, Inc.
assertion on page 11 (Section lI).

a. the description fairly presents the payroll processing system that was designed and implemented
throughout the period July 1, 2010 to June 30, 2011.

b. the controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period July 1, 2010 to June 30, 2011 and user entities applied the complementary user entity
controls contemplated in the design of Payday Payroll Services, Inc.’s controls throughout the period July 1,
2010 to June 30, 2011.

c. the controls tested, which were those necessary to provide reasonable assurance that the control objectives
stated in the description were achieved, operated effectively throughout the period July 1, 2010 to June 30,
2011.

Description of tests of controls
The specific controls tested and the nature, timing, and results of those tests are listed in section three.
Restricted use

This report, including the description of tests of controls and results thereof in section three is intended solely for
the information and use of Payday Payroll Services, Inc., user entities of Payday Payroll Services, Inc.’s payroll
processing system during some or all of the period July 1, 2010 to June 30, 2011, and the independent auditors
of such user entities, who have a sufficient understanding to consider it, along with other information including
information about controls implemented by user entities themselves, when assessing the risks of material
misstatements of user entities’ financial statements. This report is not intended to be and should not be used by
anyone other than these specified parties.
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SECTION Il

Description of Controls Provided by Payday Payroll Services, Inc.

RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT

Company Overview

Payday Payroll Services, Inc. (Payday Payroll) was formed in 1985 and is located in Virginia Beach, Virginia
and Boca Raton, Florida to provide outsourced payroll-processing services to user organizations in various
industries primarily located in Virginia and Florida with some clients located in other states.

QOverview of Payroll Product Offerings

Payday Payroll’s payroll services include production of employee payroll checks and earnings statements, filing
of payroll tax returns for federal, state, and local jurisdictions, employee time and attendance monitoring, 401K
and cafeteria plan reporting and employee background checks.

Payday Payroll licenses a payroll processing system from MPAY, inc. (MPAY) a software development
company, which specializes in payroll accounting and processing software applications. MPAY’s major products
are Millennium Integrated Payroll and Human Resources System (referred to as “The Millennium System or
“Millennium”) and Payentry.com, the Millennium web interface.

The Millenium System provides traditional payroll accounting functionality including payroll processing, 401(k)
calculations, vacation/sick pay accruals, bank account and fund transfer options and rule-based security.
Millennium’s architecture allows for concurrent processing of multiple payrolls and automatically breaks larger
payrolls into smaller groups for more efficient distributed processing. An internal report writer provides the ability
to generate simple reports. Crystal Reports is utilized to allow more complex custom reporting.

Payentry.com (also referred to as “the website”) provides web-hosting services for payroll service bureaus using
Millennium. The Website allows Millennium and its features to be used by all types of users on the Internet
regardless of their operating system. Several parties including service bureau personnel and their clients may
use the Payentry.com site to enter and review payroll data. The Website also has several employee self-service
features.

Entity Level Controls

Control Environment

The control environment is the foundation for all other areas of internal control. As such, the control environment
of Payday Payroll sets the tone for the organization and influences control consciousness and discipline of
employees. Management of Payday Payroll emphasizes the importance of controls and ethical behavior
throughout the organization.

Management’s Philosophy and Operating Style

Payday Payroll is led by the owners who serve as the CEO/President and COO/Vice President. The
organizational structure of Payday Payroll facilitates the flow of appropriately detailed information utilizing an
“open door” communication policy. Two of the owners hold oversight roles in the organization and are actively
involved in the day-to-day operations of the company. The third owner is the director of business development
and oversees the sales team.

Employees have daily access to the owners of Payday Payroll. They hold regular staff meetings at which
employee feedback and suggestions are encouraged. There is direct communication between each team and
the owners on a daily basis conveying the message that integrity and ethical values cannot be compromised.
The owners and management team regularly discuss internal control procedures with employees through staff
meetings and on-the-job training and coaching. Management consistently stresses the importance of adhering
to established control procedures and solicits recommendations from employees on how controls might be
enhanced.

Management continuously demonstrates, through words and actions, a commitment to high ethical standards.
At Payday Payroll, each employee is responsible for the consequences of his or her actions. If an employee is



unsure of the appropriate action, the employee can take advantage of the owners’ open door policy and
informal environment to raise the concern with management.

Assignment of Authority and Responsibility

The Management team, consisting of the president, vice president, chief financial officer, business development
manager, payroll manager and director of IT operations, has the ultimate responsibility for all activities within the
entity, including the internal control system. This also includes assignment of authority and responsibility for
operating activities, and establishment of reporting relationships and authorization protocols. When assigning
authority and responsibility, management considers the nature of employee positions as well as ensuring that
effective segregations of duties are maintained.

Management has given employees the authority to make decisions, based on their knowledge and assigned
responsibilities. This has empowered the empioyees to correct problems and suggest process and
management improvements. The employees understand this responsibility and involve management in their
decision-making process on an as-needed basis.

To ensure that employees understand their responsibilities and level of authority, management has developed
written employee position descriptions for all roles within the company. These descriptions are reviewed
annually and revised as necessary.

Integrity and Ethics

Management stresses the importance of integrity and ethical values, avoidance of conflicts of interest, and
commitment to excellence to employees upon initial hire and through staff meetings, training sessions, and on-
the-job coaching. In addition, management constantly monitors and evaluates employee actions, decisions, and
the general performance of their assigned duties to reinforce its commitment to integrity and ethical behavior.

Commitment to Competence

Competence should reflect the knowledge and skills required to accomplish tasks that define an individual's job.
Through consideration of an entity’'s objectives and the strategies and plans for achievement of those
objectives, management specifies the competence levels required for particular jobs and translates those levels
into requisite knowledge and skills. Payday Payroll's management has analyzed and defined the tasks and
knowledge requirements that comprise the positions within the organization. They consider such factors to the
extent to which individuals must exercise judgment and the extent of related supervision when making hiring
decisions.

Payday Payrol’'s management communicates this to personnel through the interview process, the
establishment of performance and development goals, training sessions, and through periodic meetings with
personnel. Management ensures that competencies are maintained through periodic performance evaluations.

Privacy Statement

Payday Payroll is committed to providing cost-effective payroll processing services. In an effort to meet that
commitment, clients may have to provide Payday Payroll with business, financial and/or personal information
about the client and their employees. Their privacy and the privacy of the information provided is important to
Payday Payroll. Payday Payroll strictly protects the security of the client's business, financial and/or personal
information. Payday Payroll uses reasonable care to protect data from loss, misuse, unauthorized access,
disclosure, alteration, or destruction.

Administration
Human Resource Policies and Practices

Payday Payroll strives to recruit the best staff available for each position within the company. Each candidate is
interviewed by at least two staff members/managers, with a final interview conducted by the CEO or COO prior
to employment. Each applicant’s prior employment, credit history and references are thoroughly checked. New
employees receive extensive training as well as being closely supervised during the first months of employment.
The Organization’s policy requires that after three months of employment, new employees receive a
performance evaluation from their supervisor(s).

Payday Payroll strives to hire individuals meeting the technical job requirements as well as fitting the culture of
the company. There is low staff turnover at Payday Payroll, improving company profitability by reducing
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repetitive entry-level training and improving client service with a more experienced and knowledgeable staff. All
prospective employees of Payday Payroll are requested to sign an authorization form allowing the Organization
to conduct a background and credit check. The information obtained is analyzed and used in the hiring process.

All employees receive, at minimum, an annual performance evaluation and salary review. These performance
reviews are based on employer and employee-stated goals and objectives that are prepared and reviewed with
the employee’s supervisor, the office manager or the president. The achievement of these goals is used in
determining promotions and pay increases.

Training

Training is an important part of management’s commitment to excellence. Management encourages employees’
participation in outside continuing education and holds a mandatory orientation program and regular training
sessions in-house to ensure that employees are appropriately performing their duties and keeping abreast of
the latest developments that may affect their roles.

Confidentiality Agreement

All employees are required to review and sign Payday Payroll’s confidentiality agreement prior to gaining
access to client data. The agreement provides employees with clear guidelines of the employee's role in
protecting client information. Management reviews the confidentiality guidelines at regularly scheduled staff
meetings

Risk Assessment

Payday Payroll has placed into operation a process to identify and manage risks that could affect its ability to
provide reliable payroll processing to clients. This process requires management to identify significant risks
inherent in the processing of payroll data for clients and to implement appropriate measures to monitor and
manage these risks. :

The Management’s weekly meeting includes discussions with regards to the risks the business is facing. These
include various aspects of financial and technological risks, including risks introduced by changes in the nature
of services provided and processing when applicable.

Monitoring

Internal controls are continuously evaluated and monitored by Payday Payroll's president, vice president,
business development manager, information technology director and payroll manager. To assist them in
monitoring, the organization has implemented a series of management reports that measure the results of
various processes involved in processing payroll related transactions initiated by client organizations. These
include reports of actual daily counts of payrolls processed with the total number submitted by user
organizations; daily summary transmission and confirmation reports for all custodial tax depository payments
handled by Payday Payroll authorized by user organizations; and a reconciliation of all tax depository payments
to independent third party records.

All exceptions to normal or scheduled processing related to hardware, software, or procedural problems are
logged, reported and resolved daily. Reports are reviewed daily and weekly by appropriate levels of
management, and action is taken as necessary.

The CEO holds regular meetings with the rest of the management team to maintain oversight of company
activities and company financial positioning.

Information and Communication

Payday Payroll utilizes various methods of communication to ensure that employees understand their individual
roles and company controls, as well as to guarantee significant events are being communicated in a timely
manner. Employees receive written position descriptions that clearly define roles, responsibilities, and
expectations. Time sensitive information is communicated verbally and by email to all employees. Furthermore,
the owners and team managers hold weekly staff meetings to discuss any issues that may have arisen, special
processing requests from user organizations, daily operational performance and resolve any other issues that
need attention.

Payday Payroll communicates with their clients on a routine basis. The COO, CFO, and the payroll manager
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are the key personnel that provide customer support and ongoing communication with customers. They
maintain records of problems reported by customers and problems or incidents noted during processing, and
monitor such items until they are resolved. They also communicate information regarding changes in processing
schedules, system enhancements, and other information to customers.

The Organization has also implemented various methods of communication to ensure that user organizations
understand their role and responsibilities in processing their payroll transactions, and to ensure that significant
events are communicated to them in a timely manner. These methods include the Organization's active
participation in feedback from user organizations via the website, telephone, the monthly newsletter, which
summarizes significant events and planned changes for the following months, and the user liaison who
maintains contact with designated user representatives to inform them of new issues and developments. Users
are also encouraged to communicate questions and problems to their liaison or through Payday Payroll's
website. Such matters are logged and tracked until resolved with the resolution reported to the user

organization.
Information Technology and Systems Security

Payday Payroll provides technological solutions to its clients and understands the critical and sensitive nature of
payroll information. Physical access to computer equipment and storage media is restricted to properly
authorized individuals. Current technology is employed to ensure that data is secure and that appropriate
access to information is given only to authorized users. Access to the Millennium Integrated Payroll and Human
Resources System is restricted based on job function. The Director of IT Operations is responsible for
implementing all software changes and updates while Randall Spangler Merit Solutions, a third party network
administrator, is in charge of maintaining all security updates, anti-virus software, anti spam software, network
firewalls and the monitoring of server activity on a daily basis. Payday Payroll has maintained the same network
administration company since the advent of its first network installation in 1991.

Payday Payroll contracts with various third party server hosts to provide web-based payroll processing. MPAY
provides Payentry access for its clients. The following is the control information related to the MPAY servers.

Malware and malicious code protection is accomplished through Symantec Corporate Antivirus. All critical
servers run the Symantec Corporate Antivirus client and are managed through the Symantec Corporate
Antivirus server. All domain workstations are required to run the Symantec Corporate Antivirus client as well
and are enforced by group policies and login scripts. The MPAY Software office in Waltham, MA is protected by
a Cisco ASA 5500 series firewall appliance as well as MPLS network-provided redundant FortiGate firewalls.
Intrusion detection and active intrusion prevention are served on-site by the Cisco AIP SSM Advanced
Inspection and Prevention Module as well as MPLS network-provided redundant Cisco Intrusion Prevention
appliances. The MPAY Software firewall and intrusion detection appliance is managed and monitored daily by
Perimeter eSecurity.

The MPAY Services and MPAY Inc. offices in Huntersville and Roanoke are each protected by Pix 500 Series
firewalls as well as redundant FortiGate firewalls. Intrusion detection and active intrusion prevention are served
by MPLS network-provided redundant Cisco Intrusion Prevention appliances.

The MPAY Services Midwest office is protected by a Cisco ASA 5500 series firewall appliance. Each regional
office network is made up of multiple Cisco 2900 and 3600 series switches. Wide area networking is provided
by independent IPSec VPN's and MPLS private networks. Roanoke, Huntersville, Waltham, and the Ashburn
data center are all fully meshed through a private MPLS network. Private WAN access is controlled by Cisco
ASA firewalls. Site-to-site IPSec VPN'’s are maintained between each location.

Backup and recovery of critical systems in Waltham is accomplished through a Backup Exec 11d server and
Quantum LTO-3 tape library in the Waltham office. MPAY Services, MPAY Services Midwest, and MPAY Inc.
do not maintain critical systems locally. Currently critical network, server, and server application monitoring and
alerting is accomplished through a GFI Network Monitoring server in the Waltham office. A large scale


























































































